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Abstract

Purpose: This study aimed to evaluate the performance of information security management in
government organizations in Kerman city based on the ISO/IEC 27002 standard.

Methodology: The research employed a descriptive-survey design. Data were collected using a
standardized questionnaire. Reliability was assessed using Cronbach’s alpha coefficient, which yielded
a value of 0.98, indicating high internal consistency. The statistical population consisted of 176
information technology managers as well as senior and middle managers working in government
organizations in Kerman. Using Cochran’s formula, a sample size of 120 participants was determined.
Findings: The results indicate that the components of information security management in the
studied organizations were prioritized based on mean rank as follows: Organizational Asset Security
Management (6.95), Organizational Information Security Management (6.49), Business Continuity
Management (6.31), Operations and Communications Security Management (5.86), Acquisition,
Development, and Maintenance Management (5.83), and Compliance Management (4.68).
Furthermore, statistical analysis showed that the overall mean score of information security
management performance in these organizations was significantly higher than the expected level
according to the ISO/IEC 27002 standard (p = 0.000 < 0.05).

Conclusion: The findings highlight the importance of developing comprehensive information
security policy documents within organizations. Clearly defining both general and specialized
responsibilities related to information security for all employees is essential. Additionally,
organizations should establish systematic reporting mechanisms for security incidents across
departments and review security procedures and policies adopted by other organizations to improve
their own security programs.

Value: By examining information security from a structural and managerial perspective, this study
provides insights that can support strategic planning and policy development in public sector
organizations.
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Extended Abstract

Introduction: Information security (InfoSec) is a set of security procedures and
tools that broadly protect sensitive enterprise information from misuse or
unauthorized access, while also keeping all forms of information safe. Additionally,
InfoSec safeguards sensitive information from unauthorized activities such as
destruction, recording, and disruption. Organizations implement information security
for a variety of reasons, with the main objectives typically revolving around ensuring
the confidentiality, integrity, and availability of company information. Information
security is crucial for protecting valuable information assets from various threats,
whether they are stored digitally or in other forms such as paper documents. This
management system is essential for reducing risks, maintaining stakeholder trust, and
complying with regulations. The goal of InfoSec is to minimize risk and ensure
business continuity by proactively limiting the impact of security breaches. Many
organizations develop a formal, documented process for managing InfoSec, often
referred to as Information Security Management (ISM). The objectives of information
security management include ensuring that information is available and ready to use
when needed, that systems providing information can resist attacks and recover from
failures, that information is visible only to those with necessary authorization, that
information remains complete and accurate with protection against unauthorized
modification, and that business transactions and the exchange of information between
enterprises or partners are trustworthy.

Purpose:ISO/IEC 27002 is an international standard for information security
and the establishment of an Information Security Management (ISM) system. Jointly
published by ISO/IEC, the standard does not mandate specific actions but provides
recommendations for documentation, internal audits, continual improvement, and
corrective and preventive action. To become ISO 27002 certified, an organization
needs an ISM that identifies organizational assets and protects them. This study
assessed status of information security management in government agencies located
in Kerman according to ISO/IEC 27002. The research method used in this study was
a descriptive survey, and a questionnaire was used to collect information.

Methodology: The statistical population of the research includes 176
information technology managers, as well as senior and middle managers working in
government organizations based in Kerman. The sample size was determined using
the Cochran formula and consisted of 120 participants from educational organizations,
the Kerman governorate, tax affairs, agricultural jihad, and industries and mines, who
were selected to provide the required statistics and information. Data analysis was
conducted using both descriptive and inferential statistics in SPSS statistical software.
To analyze the research data and examine the information related to research questions
and hypothesis, the Kolmogorov-Smirnov test was performed to confirm the
normality of the data. Assuming equality of variances in the investigated groups, the
analysis of variance (ANOVA) test was used, and the Friedman test was applied for
ranking. A researcher-made questionnaire was used to collect the data required for the
study. This questionnaire was developed in accordance with the components of the
ISO/IEC 27002 standard. Considering the scope of the present study, which focuses
on infrastructure and operations components, six components were selected and
addressed in the research questions. These components include: (1) Information
security management (2 components); (2) Organizational asset security management
(2 components); (3) Operations and communication security management (10



components); (4) Acquisition, development, maintenance, and upkeep of information
systems (6 components); (5) Business continuity management (1 component); and (6)
Compliance management (3 components). A five-point Likert scale was used for
respondents to answer each question. The validity of the research instrument was
examined using the content validity method, with a value of 0.93. Additionally,
Cronbach's alpha was used to examine the internal consistency of the instrument,
yielding a reliability coefficient of 0.98.

Findings: The results of the independent t-test for the research sub-hypotheses,
aimed at determining the expected level in the organizations under study, are
presented in Table 1.

Table 1. T-test results, hypothesis testing

Journal of
Knowledge-

Research
Studies

Confidence
Hypotheses interval Journal of
T-test DF Significance Average Knowledge-Research
Lower | Upper Studies (JKRS)
limit | limit
Organizational 14.087
Information Security 3.021 120 0.001 1.672 2.234
Management Vol 5
Organizational Asset 120 14.153
Security Management 3.432 0.004 1.871 2.543 Issue 1
Operations & 120 14.003
Communications Security 3.003 0.001 1542 | 2.787 Serial Number 15
Management
Development and 120 14.674
Maintenance 4.201 0.000 2.437 3.679
Management
Business Continuity 3.965 120 0.002 3.645 4212 14.342
Management
Infrastructure and 120
Operations Compliance 4.870 0.002 3.567 3.363 14.754
Management

Based on the data in Table 6, all research sub-hypotheses have a significance
level (p-value) of less than 0.05, indicating that the tests of these hypotheses are
statistically significant. This suggests that the performance of these components in
government organizations in Kerman city is higher than the expected level based on
the desired standard.

Based on the results presented in Table 2, the findings indicate that, according
to the average ranks obtained from Friedman’s test, the prioritization of information
security management indicators in government organizations in Kerman is as follows:
asset security management (6.9), organization of information security (6.49), business
continuity management (6.31), operations and communications management (5.86),
information system acquisition, development, and maintenance (5.83), and
compliance (3.14). The p-value obtained from the test is 0.000, which is lower than
the significance level of 0.05. This result indicates that the average performance score
of information security management in government organizations in Kerman, based
on ISO/IEC 27002, is higher than the expected level.
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Table 2. Average Rankings of the Friedman Test

Infrastructure and Operations Rank No. Chi- DF Significance
Security Management Indicators averag Square
Organizational Asset Security 6.95 120 190.86 10 <0/001
Management
Organizational Information Security 6.49
Management
Business Continuity Management 6.31
Operations and Communications 5.86
Security Management
Development and Maintenance 5.83
Management
Infrastructure and Operations 4.68

Compliance Management

The comparison of government organizations in Kerman city in terms of
infrastructure and operations security management performance, based on the
ANOVA test calculations, yielded a p-value of 0.089. Since this value is greater than
the significance level of 0.05, the null hypothesis is accepted. Therefore, it can be
concluded that there is no significant difference in the performance of government
organizations in Kerman city regarding infrastructure and operations security
management.

Conclusion: Information security management in government organizations in
Kerman city has been strong. When comparing the average information security
management of each organization to the expected level, it can be seen that, with the
exception of Jihad Keshavarzi, all five organizations have higher levels of information
security management than expected. The governorate and education sectors have the
highest levels, while Jihad Keshavarzi has the lowest compared to the other
organizations studied. By accepting organizational responsibility in this field, efficient
information security management can strengthen this crucial factor. It has been
determined that by establishing different levels of senior managers, middle managers,
operational managers, and experts, implementing active monitoring tools at the entry
and exit points of systems, using control software to prevent hacking and infiltration;
and employing hardware, software, and Internet-control equipment and technologies,
the level of information security can improve. Having a comprehensive program and
utilizing artificial intelligence capabilities in this area is also significant. If
environmental security issues arise that may lead to physical damage, these
considerations should be incorporated. Therefore, supervision by responsible
institutions at the governance level is important. Furthermore, modern information
systems must align with emerging threats and their evolution. This requires
continuous review and examination of security processes through relevant
technologies. Adhering to the aforementioned approach enables organizations to
maintain their stability in today's challenging environment. The results indicate that
developing an information security policy document for organizations is necessary. It
is important for all employees to understand both general and specialized
responsibilities related to information security management. Incident reports should



be prepared in all organizational departments. Security procedures and policies from
other organizations should be reviewed and adjusted to match organizational plans.
The information security policy should be periodically reviewed. A written document
detailing the history of security incidents, threats, and problems should also be
prepared and presented to senior management.

Value: The present study focuses on information security from a structural
perspective, and its results can be utilized for organizational planning.

Keywords: Performance Evaluation, Information Security Management, ISO/IEC
27002, Government Organizations, Kerman City
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