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Abstract 
Purpose: The vast volume of data and information circulating in social networks, combined with their 
popularity and extensive use, exposes these platforms to numerous security risks. Consequently, user 
security and privacy have become among the most critical issues in in today's digital landscape. Many 
factors influence users' security and privacy behaviors on social networks. This study investigates the 
role of individual factors in shaping behaviors related to the security and privacy of social network 
users. 
Methodology: This descriptive-survey research employed a researcher-designed questionnaire 
administered to a sample of 375 students at the University of Birjand . The questionnaire's validity 
was confirmed by expert judgment, and its reliability was verified using Cronbach's alpha coefficient 
( α = 0.876). 
Findings: The average levels of behaviors associated with the social engineering factors of authority 
and loneliness were within the optimal range. However, the mean score for  the celebrity variable 
was significantly higher than the optimal level, while normalization and attention-grabbing  events 
acored significantly below the desired level. In addition, , the average levels of behaviors related to 
the social engineering methods of phishing, forgery, and identity theft was significantly higher than 
the optimal level, whereas bait links, fake website offers, and online romance scams were within the 
acceptable range. Demographic analysis revealed that female students scored higher than male 
students across all variables, and undergraduate students showed higher acores than those at 
graduate levels . 
Conclusion: The behaviors related to social engineering factors (such as celebrity influence, 
authority, loneliness, attention-grabbing events, and normalization) were generally at a desirable 
level among students. However, behaviors associated with social engineering methods (including bait 
links, fraudulent websites, online romance scams, phishing, and identity theft) exceeded the optimal 
level. 
Value: Overall, participants engaged more frequently in behaviors related to social engineering 
methods than in those related to factors. Although students expressed a strong concern for security 
and privacy issues, they also acknowledged limited awareness of certain aspects of these topics. 
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Extended Abstract  
Introduction: Social engineering fundamentally involves the manipulation of 

human trust or the deception of individuals  to gain access to confidential information, 

which is then misused for malicious purposes. In the context of social networks, Social 

engineering has emerged as one of the most significant and growing security concerns. 

attackers exploit vulnerabilities that arise from interpersonal relationships among 

users, , taking advantage of human tendencies such as curiosity, empathy, or trust. 

Social engineering is considered one of the most common types of threats faced 

by social media users (Al-Bladi & Weir, 2020). It primarily relies on exploiting human 

trust or manipulating individuals to disclose sensitive information. Malicious actors 

and social engineers inflict substantial harm on modern societies by causing the loss 

of data, financial resources, and other valuable assets belonging to both individuals 

and organizations (Yasin et al., 2021). In this way, social engineering contributes 

directly  to privacy violations and security breaches on social networks (Zolfahami, 

2022). 

 

Methodology: This descriptive survey employed a researcher- designed 

questionnaire administered to a sample of 375 students from the University of Birjand. 

Statistical analysis was conducted using both descriptive statistics (mean, standard 

deviation, tables, and graphs) and inferential statistics, including one-sample t-test, 

independent t-test, binomial t-test, one-way analysis of variance (ANOVA), and 

Kruskal-Wallis test. SPSS software was used for data analysis, and the normality of 

data distribution was confirmed using the Kolmogorov-Smirnov test. The validity of 

the questionnaire was confirmed through expert review, and its reliability was verified 

using Cronbach's alpha coefficient (α = 0.87( 

 

Findings: In today's world,  celebrities play a highly influential role within 

society. Their popularity often leads to increased public trust, particularly among 

younger and middle-aged individuals who tend to view them as role models and are 

influenced by their behavior. However, given the sociocultural conditions in Iran and 

negative media coverage surrounding celebrities, the findings of this study indicated 

that, according to respondents, celebrities do not hold a significant role in their 

decision-making processes regarding security and privacy issues.  

 The results further revealed that the average level of social engineering 

behaviors related to security and privacy on social networks was significantly higher 

than the desirable level. Among these, phishing and identity theft showed notably 

higher averages. In contrast, the averages for bait links, fraudulent websites, and 

online romance scams were at the desirable level. Overall, the mean levels of 

behaviors associated with both social engineering factors and methods were generally 

within the acceptable or desirable range. 

The findings indicated that the average level of social engineering behaviors 

related to security and privacy in social networks was significantly higher than the 

optimal level. Specifically, the averages for phishing, forgery, and identity theft were 

also notably above this level. In contrast, the averages for bait links, fraudulent 

websites, and online romance scams were within the desirable range. Overall, the 

mean rate of behaviors assiciated with social engineering factors and methods 

concerning security and privacy was generally at an acceptable level. Furthermore, 

the results suggest that students, despite forming emotional connections with various 

individuals -including those of the opposite sex- on social networks, have not shown 
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reduced sensitivity toward their own security. Instead, they have remained vigilant 

against potential exploitation by malicious actors. 

The mean values of all variables –namely social engineering factors, social 

engineering methods, and overall social engineering – were slightly higher among the 

female participants compared to the male group. In other words, women demonstrated 

a higher average level of social engineering behaviors related to security and privacy. 

To examine mean differences among participants categorized by education 

level, a one-way analysis of variance (ANOVA) was conducted. The results revealed 

that the means of the variables differed across the three educational groups 

(Bachelor's, Master's, and Doctorate). Further analysis of these differences showed 

that for the variables related to social engineering methods and overall social 

engineering , the differences were statistically significant, with the Bachelor's group 
showing the highest mean scores. However, for the variable of social engineering 

factors, the difference among the groups was not statistically significant. 

The findings indicated that the overall level of engagement in behaviors related 

to social engineering factors associated with security and privacy in social networks 

was at a desirable level. Specifically, the mean scores for the variables of authority 

and loneliness were within the desirable range. However, the mean score for the 

celebrity variable was significantly higher than the desirable level, while the mean 

scores for the normalization and attention-seeking variables were significantly lower 

than the desirable level. 

 
Table 1. Results of One-Sample t-Test for Variables Related to Social Engineering 

Factors 

Significance 

Level 
DF T 

Mean 

Difference 

Desired 

Level 

Standard 

Deviation 
Mean Variable 

0.115 373 1.581- 0.259- 20 3.172 19.74 
Social 

Engineering(overall) 

0.0001 374 5.636- 0.302- 4 1.037 3.70 Celebrities 

.409 374 0.827- 0.043- 4 0.999 3.96 Authority 

0.0001 
374 

1.197 0.072 4 1.164 4.07 Loneliness 

0.0001 
374 

4.351- 0.232- 4 1.033 3.77 Normalization 

0.0001 
374 

5.204 0.256 4 0.953 4.26 Events of Interest 

 

Conclusion: The findings revealed that the level of behaviors related to social 

engineering factors among students –such as those associated with celebrities, 

authority, loneliness, attention-grabbing events, and normalization- was generally at 

a desirable level. However, the level of behaviors related to social engineering 

methods, including bait links, fraudulent websites, online romance scams, phishing, 

and identity theft, was found to be above the desirable level. 

In conclusion, it is recommended to organize training programs aimed at fully 

familiarizing users with the threats and risks present in social networks, as well as 

with effective strategies to counter them through practical behavioral measures. 

Moreover, it is important to consistently publicize, across all forms of media, real 

cases of individuals who have suffered significant harm within these spaces and the 

legal penalties imposed on those who violate privacy. Additionally, given that men 
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are generally more prone to risk-taking behaviors and tend to underestimate dangers, 

it is crucial to provide them with targeted education on security issues in social 

networks, emphasizing self-protection against such threats. Finally, a series of 

specialized training courses should be developed for undergraduate students -who 

largely belong to the 1980s generation- to enhance their understanding of various 

techniques and practices related to the virtual environment, with which they may be 

less familiar. 

 

Value: Although students placed great importance on issues related to security 

and privacy, they acknowledged that their actual awareness and understanding  of 

many of these topics were lower than expected. 
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